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Abstract:

There has been a discernible increase in a number of
health-related problems in recent years, which has
led to the need for creative solutions that support
early identification and treatment. Healthcare
solutions built on the Internet of Things (IoT) have
become an essential tool for early medical condition
identification and remote monitoring. These
devices can continually monitor vital signs like
body temperature, heart rate, blood oxygen levels,
and ECG signals. They can also give medical
experts real-time feedback so they may take
appropriate action. Health data collection and
transmission are made easier by smart medical
equipment that are linked to smartphone apps.
Modern healthcare technology guarantees timely
medical attention, which enhances patient outcomes
and lengthens life expectancy. This study
introduces an Internet of Things (loT)-based real-
time remote patient monitoring system that protects
the integrity of electrocardiogram (ECG) readings.
To send ECG data to a centralized web server, the
system uses the Message Queuing Telemetry
Transport  (MQTT) protocol. Healthcare
practitioners can use PCs or cellphones with the web
interface to view both historical and real-time ECG
data. Effective data collection, storing, and analysis
are made possible by the integration of smart
devices, which lessens the need for manual
intervention and permits the monitoring of several
patients. Therefore, by giving medical staff precise,
up-to-date data, the system improves the quality of
healthcare services.
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1. Introduction

The Internet of Things (IOT) has emerged as a
significant outcome of advancements in
information and communication technologies, with
the potential to greatly enhance the quality of life,
particularly in urban environments. The increasing
global population, coupled with a rise in chronic
diseases, has amplified the demand for cost-
effective healthcare systems capable of delivering
a broad range of medical services while reducing
overall healthcare  expenditures.  However,
challenges such as the shortage of healthcare
professionals and the inaccessibility of medical
facilities in remote and rural areas continue to
hinder the delivery of timely healthcare services.
Remote patient monitoring systems offer an
effective solution to address these issues by
enabling real-time health tracking and remote
consultations. The primary objective of l0T-based
healthcare monitoring systems is to accurately
monitor patients by interconnecting various
devices and services over the Internet to facilitate
the collection, sharing, monitoring, storage, and
analysis of health-related data. Traditional
approaches to disease detection relied heavily on
physical examinations conducted at medical
facilities, often requiring prolonged hospital stays,
which increased the burden on healthcare
infrastructure and elevated treatment costs—
particularly in underserved regions. However,
recent technological advancements, including the
proliferation of wearable devices such as
smartwatches, have shifted the paradigm from
hospital-centric to patient-centric care. These
devices enable continuous health monitoring and
early diagnosis of medical
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conditions. Remote health monitoring involves
the acquisition of critical physiological
parameters such as blood oxygen levels, heart
rate, body temperature, and ECG signals. This
data is utilized to detect

potential health issues and deliver real-time
feedback to medical professionals, thereby
enhancing the efficiency and responsiveness of
healthcare services.

2.Problem Statement

The growing global population and increasing
prevalence of chronic diseases have created a
pressing need for efficient and accessible healthcare
solutions. Traditional healthcare systems, which rely
on in-person consultations and prolonged hospital
stays, are often inadequate—especially in rural and
remote areas where medical professionals and
resources are limited This gap highlights the need
for an loT-based remote patient monitoring system
that can provide real-time health data, reduce the
burden on healthcare facilities, and ensure timely
intervention by enabling continuous monitoring of
vital parameters such as ECG, heart rate, blood
oxygen level, and body temperature.

3.An 10T-Based Framework for Early Detection
and Remote Health Monitoring

The suggested system processes incoming data and
categorizes it into distinct health groups using deep
learning techniques. By examining ECG signals
and heart rate data, it can identify five different
heart abnormalities: early ventricular contraction,
fusion of ventricular and unclassifiable beats,
premature ventricular contraction, normal beat, and
supraventricular premature beat. In order to identify
the presence of fever, body temperature data are
assessed concurrently. Additionally, the device
produces a diagnostic report that shows whether the
patient's body temperature, heart rate, and oxygen
saturation are within normal limits. The system
calculates the condition's severity based on the
evaluation. It automatically notifies the closest
medical expert for additional diagnosis and
treatment if a potentially serious health problem is
found.

The method makes precise and instantaneous remote
health monitoring possible by fusing deep learning
models with Internet of Things-based physiological
sensors. This combination makes it possible to
analyze vast amounts of health data effectively,
which results in prompt and well-informed
therapeutic judgments. In the end, the system
facilitates early detection and timely response to
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possible health risks, improving patient care and
helping to improve healthcare outcomes.
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Figure 1: Block Diagram of Early Detection and
Remote Health Monitoring with IOT Sensors.
4.Smartwatches for Patient Self-Care and
Health Monitoring

There are still a number of issues that need to be
resolved before wristwatch incorporation into
patient monitoring systems can be considered a
success. The active involvement and acceptance of
patients is a crucial component of this integration,
highlighting the significance of digital literacy in
healthcare. The objective of this paper is to
explore the implementation challenges faced by
developers when designing healthcare applications
for wristwatch platforms. These problems are
thoroughly examined, and where feasible,
workable answers are suggested. Enhancing the
efficiency, reliability, and user-friendliness of
these applications can significantly improve patient
adherence and engagement with wearable health
technologies.

The Internet of Things (loT) has emerged as a
result of the development of consumer gadgets,
especially those with embedded computer and
connection capabilities. This has made it easier for
linked devices and cloud-based healthcare systems
to exchange data. In order to monitor patients
continuously and remotely, healthcare experts are
increasingly using wearable technology, such as
smartwatches and fitness trackers (like FitBits).
By keeping patients out of typical healthcare
settings, this method offers a more affordable
option to standard in-clinic monitoring while yet
enabling real-time patient observation.

leT davices In healthcare

www.ijmsrt.com 102

DOI: https://doi.org/10.5281/zenodo.18335804



http://www.ijmsrt.com/
https://doi.org/10.5281/zenodo.18335804

Volume-4-1ssue-1-January,2026

Figure2.1: 10T Devices using Healthcare.

Figure2: 10T Devices using Healthcare.
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The following is monitored and analyzed by the
smartwatch:

Remote Patient Monitoring

(RPM) Wearable technology, including sensors and
smartwatches, plays a crucial role in continuously
monitoring vital signs such as blood pressure and
body temperature. These devices automatically
transmit real-time health data to medical
professionals, enabling them to take timely action—
such as offering advice or issuing alerts—if any
abnormalities are detected, rather than waiting for
the patient to visit the doctor's office. However,
concerns regarding the security of sensitive patient
data have arisen, with potential threats from hackers
attempting to access this private information.

Glucose Monitoring

Wearable glucose monitors not only track blood
sugar levels but can also administer insulin or notify
healthcare providers if necessary. These devices
streamline health monitoring by reducing the need
for paperwork and minimizing the chance of errors,
ultimately improving the management of chronic
conditions. Despite challenges such as device size
and energy efficiency, experts remain optimistic
about overcoming these obstacles and finding
effective solutions to enhance the performance and
usability of wearable glucose monitors.

]
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Figure3: Glucometer Monitoring Device.

similar to smartwatches, heart-rate monitors are
portable devices that continuously track your
heartbeat, even during sleep. Unlike traditional
wired monitors, these wearable devices offer the
convenience of mobility, allowing for continuous
heart rate monitoring throughout the day. While
they may not match the precision of medical-grade
equipment, modern heart-rate monitors are still
reliable, with current models achieving an
accuracy of approximately 90%. This makes them
a practical and cost-effective option for everyday
use.

Blood Pressure Monitoring System

Elevated blood pressure indicates that the heart is
exerting extra effort to pump blood throughout the
body. The Internet of Things (IoT) plays a pivotal
role in identifying and managing various health
conditions, including abnormal cell growth, blood
pressure (BP), hemoglobin (HB) levels, and blood
sugar levels. An loT-based system can be used to
effectively manage chronic conditions such as
obesity, diabetes, and hypertension, enabling
continuous monitoring and early intervention.

Body Temperature Monitoring

Monitoring and regulating body temperature is a
critical component of health applications.
According to the m-loT (mobile Internet of
Things) concept, changes in body temperature can
affect homeostasis and indicate potential health
issues. The Telos Bmote software and body-sensor
systems provide transparent and efficient internal
performance. The body temperature control device
is integrated with an loT system, incorporating
infrared detection and RFID modules for precise
temperature monitoring and analysis, enabling
real-time feedback and adjustments.

Oxygen Saturation Monitoring System:

Blood oxygen levels are continuously measured
with a pulse oximeter. Pulse oximetry combined
with the Internet of Things is useful for
technological applications. The benefits of 10T-
based pulse oximetry are investigated in CoAP-
based healthcare system research. The sensors are
immediately connected by this Bluetooth-enabled
technology. Patients who live far away are
monitored using a low-pulse oximeter and an
Internet of Things-based standard.

ECG (Electrocardiogram) Monitoring System:
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The ECG monitoring gadget displays the patient's
or user's ECG waves. To publish a patient's
medical report, ECG signals are gathered and
data

is transferred to the cloud network. provides user
feedback according to the collected data. In
order

to analyze and diagnose patients’ health
problems, the I1lo-OTG microcontroller uses a
traditional  analog-to-digital  transformer to
convert ECG signals and downloads a binary file
output from the cloud network. situations
involving human health. Waiting times and
facilities at hospitals and emergency rooms are
decreased when these machines are utilized to
their fullest capacity.

Depression or Mood Monitoring

Mental health and mood can be assessed by medical
devices that monitor heart rate and even eye
movements. These devices provide objective data
instead of relying just on patient reports, which can
be incorrect, even though they are not ideal at
predicting disorders like depression. All in all, they
improve traditional methods by offering valuable
insights into mental health

Connected Inhalers

In order to help you manage disorders like asthma
and COPD and maybe prevent sudden attacks,
connected medical devices, such as smart inhalers,
link to your phone and remind and teach you how to
take your medications. Patients benefit from
connected inhalers in several

ways:

1. They assist you in remembering when to
takeyourmedications.

2. They provide you with information about factors
such as pollen counts that may be contributing to
yoursymptoms.

3. They demonstrate the proper usage of the inhaler.
4. They alert you to things like excessive pollen
levels and seasonal triggers.

Additionally, 10T devices help medical practitioners
intheirworkby

1. They provide updates on the medication regimens
oftheirpatients.

2. They offer information to help modify patient
care.

3. They caution against using medications in an odd
orunexpectedway.

4. They make it possible for medical professionals
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to monitor patients even when they are unable to see
them in person.

5.Working Principle and Implementation

Data Transmission and Analysis:

MQTT (Message Queuing Telemetry Transport) is
a lightweight and efficient protocol for Internet of
Things (loT) devices. It enables reliable, low-
latency communication between devices with
limited resources and bandwidth. The sensor data
in this project was collected by the NodeMCU
device and then transmitted to a remote server via
the MQTT protocol. The NodeMCU device acted
as a MQTT client, and the remote server as a
MQTT broker. When the NodeMCU device
published the sensor data as messages on specific
subjects, the MQTT broker received and
transmitted the messages to the subscribing clients.
In this case, the subscribing client was the server
that received and stored the sensor data for further
processing and analysis. Messages are transmitted
to a designated topic by the publisher (a
NodeMCU device) and received by the subscriber
(a server) under the publish-subscribe model used
by the MQTT protocol. Furthermore, even in
unreliable network conditions, the protocol ensures
reliable message delivery by supporting quality-of-
service (QoS) levels. The data goes through several
processing steps after being transmitted to the
remote server in order to extract pertinent
information.

Table 1: IOT System Component Configurations
and Specifications

Component Specifications

NodeMCU ESP8266 Wi-Fi module-based open-source development
board and firmware. It features a voltage regulator for a
steady power source and a USB interface. One analog
input pin, eleven digital 1/0 pins, and a UART
communication port. compatible with the Arduino IDE.

MAX30100 heart rate sensor module and high-sensitivity pulse
oximeter. uses low-noise electronics, integrated LEDs,
and photodetectors to measure SpO2 and HR.
incorporates a method for canceling out ambient light to
increase accuracy.

AD8232 ECGsensor tiny physical factor and low power consumption for a
single-lead ECG sensor. comprises a comparator, lead-
off detection circuit, right-leg drive amplifier, and
instrumentation amplifier. detects heart rate and

arrhythmias and measures ECG signals precisely.

MLX90614 The temperature sensor is non-contact and has a broad
Temperature Sensor measurement range of 70°C to 380°C. measures
temperature using a thermopile detector that is sensitive
to infrared light. uses an 12C interface to deliver
calibrated digital output for object and ambient
temperatures.
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Figure 4: Data Transmission Techniques.

6. Applications of loT-Based Healthcare Systems:

Applications and loT-based healthcare systems

improve people's lives in a variety of ways,

including:

¢ Remote healthcare: Instead of patients traveling
to healthcare, wireless loT-driven technologies
bring healthcare to them. loT-based sensors are
used to collect data safely. The data is then run
through a short algorithm to be analyzed before it
is sent to medical experts so they can give advice.

¢ Real-timemonitor: Comprehensive psychological
data is gathered by loT-driven non-invasive
monitoring gadgets. Cloud-based analysis and
gateways control data storage. Real-time
monitoring: non-invasive sensors powered by the
Internet of Things gather thorough psycho.

e Preventive care: Sensor data is used by loT
healthcare systems to notify family members and
aid in the early detection of emergencies. Using
the Internet of Things, machine learning is used to
track health trends and identify early anomalies.

7.Proposed System:

loT-Driven Healthcare System Design: Improving
Patient Care with Real-Time Monitoring and Deep
Learning Analysis

Data
Transmission
and Analysis ‘
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Figure5: 1oT-Driven Healthcare System Design

8. Future Scope and Limitations

The future of loT-based healthcare systems holds
vast potential, including the integration of more
diverse sensors, advanced Al for predictive
analysis, enhanced data privacy and security
measures, and improved wearables for continuous
health monitoring. Additionally, further integration
with telemedicine platforms could enable real-time
remote consultations, enhancing patient care.
However, several limitations exist, including
concerns over data privacy and security, variability
in device accuracy compared to medical-grade
equipment, challenges with interoperability
between different IoT devices, and limited battery
life for continuous monitoring. Furthermore,
navigating regulatory hurdles remains a challenge
as healthcare systems must comply with various
standards and regulations across regions.

9. Conclusion

Through increased efficacy, accessibility, and
customization, 10T applications in healthcare are
greatly improving patient care. loT technology is
transforming health care through wearables, smart
sensors, and remote monitoring. Despite obstacles
like data security and system integration, the
advantages of loT in healthcare are obvious,
providing improved patient outcomes and lower
healthcare costs. In home healthcare settings, this
study suggests an Internet of Things (loT)-based
system for remote patient monitoring and early
health issue detection. By combining 10T devices
like the MLX90614 non-contact infrared body
temperature sensor, AD8232 ECG sensor module,
and MAX30100 pulse oximeter, the system gathers
vital physiological data, such as blood oxygen
levels, heart rate, body temperature, and ECG
signals. This data is transmitted to a server over the
MQTT protocol, where it is analyzed by a deep
learning model that was trained using a
convolutional neural network with an attention
layer. The report provides in-depth information on
the importance and benefits of healthcare in 10T in
addition to a literature review.
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