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Abstract:

Data security depends on the generation of
cryptographic ~ keys, which must be
unpredictable and resistant to cryptanalytic
attacks. This research introduces a unique
Hybrid Whale Optimization Algorithm with
Chaotic Maps (HWOA-CM) for secure
cryptographic key creation. The classic Whale
Optimization Algorithm (WOA) exhibits good
exploration and exploitation capabilities but
may suffer from early convergence and limited
unpredictability. =~ We  tackle this by
incorporating chaotic maps into WOA to boost
security, increase diversity, and improve search
effectiveness. The chaotic sequences influence
population  initialization and  adaptive
parameter tuning, introducing high sensitivity
to initial conditions and preventing
predictability in key generation. Experimental
results demonstrate that the proposed HWOA-
CM approach generates highly unpredictable,
non-repetitive, and cryptographically strong
keys, validated through statistical randomness
tests and security analysis. Comparisons with
conventional key generation methods highlight
its superiority in terms of entropy, key space,
and resistance to cryptographic attacks. This
research  establishes HWOA-CM as a
promising approach for enhancing the security
of encryption systems.
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1. Introduction

Cryptographic security is crucial in the digital
era to shield personal information from
hackers and illegal access. The creation of
robust cryptographic keys is a basic element of
secure encryption systems. Traditional key
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generation methods sometimes rely on pseudo-
random number generators (PRNGS),

which may have vulnerabilities and patterns
that adversaries could exploit. Metaheuristic
optimization techniques have been
investigated as potential substitutes to improve
the security and unpredictable nature of key
creation.

The Whale Optimization Algorithm (WOA) is
a bio-inspired metaheuristic that imitates
humpback whales' communal hunting style.
Because of its balanced exploration and
exploitation processes, it has proven to be
incredibly effective in solving optimization
problems. However, standard WOA can suffer
from issues such as premature convergence,
stagnation in local optima, and limited
randomness, making it less suitable for
cryptographic key generation.

To overcome these limitations, this paper
proposes a Hybrid Whale Optimization
Algorithm with Chaotic Maps (HWOA-CM)
for cryptographic key generation. Chaotic
maps introduce nonlinearity and ergodicity,
ensuring high randomness and unpredictability
in the generated keys. By integrating chaotic
sequences into WOA, the proposed approach
enhances the diversity of the search process,
improves key randomness, and increases
resistance to cryptanalytic attacks.

This study evaluates the effectiveness of
HWOA-CM by analyzing its randomness, key
space, and security properties using standard
statistical tests. Comparative analysis with
conventional methods demonstrates that the
proposed approach significantly improves the
unpredictability and robustness of
cryptographic key generation.
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o @ Algorithm
FUNCTION | ORIGINAL | CHAOTIC
D — NUMBER VALUES MAPS
F1 7.2012¢-85 2.7
o1 608E-79
21 F2 2.8055e-53 3.9068e-48
3 F3 46531.249 2.303
l : F4 50.152 0.0016774
‘ F5 27.4197 0.49865
N Fo6 0.3242 0.0029256
X0 W F7 0.00085143 0.0013083
fum F8 -12332.6161 -12569.4866
R O F9 0 5.6843¢-14
= F10 4.4409¢-16 3.9968e-15
F11 0 0
F12 0.014063 0.00047752
$ F13 0.41996 0.0087351
: F14 0.998 1.992
. F15 0.00040806 0.00039241
N F16 -0.0316 -1.0316
0 30 ¥ & F17 0.39802 0.39789
froten F18 3 3
F19 -3.8613 -3.8623
F20 -3.1538 -2.8362
F21 -10.1302 -10.0294
F22 -5.0875 -10.3703
F23 -5.1268 -10.2468
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4. Conclision

Hybridization of Whale Optimization
Algorithm (WOA) with Chaotic maps was
tested on 23 Benchmark functions(F1-F23)
out of which it performs better and provides
optimal values in 15 functions which was F3,
F4 F5, F6, F8, F12, F13, F15, F16, F17, F19,
F22, F23.
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