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Abstract. 

The introduction of 5G technology marks a 

significant   leap  forward    in   digital 

communication, offering dramatically higher data 

speeds, ultra-low latency, and massive device 

connectivity. These features make 5G the ideal 

foundation for the growth and evolution of the 

Internet of Things (IoT). With its capability to 

transmit large   volumes of   data almost 

instantaneously, 5G enables seamless integration 

of IoT devices across a wide range of sectors 

including    healthcare,   transportation, 

manufacturing,   and   smart   cities.  This 

transformation unlocks the full potential of IoT, 

boosting operational efficiency, enabling real- 

time decision-making, and enhancing overall 

connectivity in   ways  that  were previously 

impossible with older network technologies. 

However,  as the number of interconnected 

devices increases, so too do the security risks. 

Traditional   encryption methods, while still 

valuable, may not   be sufficient  to protect 

sensitive data in a 5G-enabled IoT ecosystem. 

The sheer scale and complexity of these networks 

demand more advanced cybersecurity solutions. 

In this  context,  quantum  computing-based 

encryption presents a promising approach. These 

next-generation encryption techniques offer a 

much higher level of data security, ensuring the 

integrity and confidentiality of information as it 

flows across the network. 

For users and industries to truly benefit from the 

advantages of 5G IoT, robust and forward- 

thinking cybersecurity measures must be 

implemented. Only with secure and reliable 

network protection can the full promise of 5G- 

enabled IoT be realized—delivering convenience, 

innovation, and efficiency into everyday life 

while safeguarding against emerging digital 

threats. 
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Introduction 

The Internet of Things is an exciting technology 

that most envision as a key enabler of a 

seamlessly connected life. It facilitates machine- 

to-machine communication, transforming a 

multitude of physical objects into smart devices, 

ranging from phones and computers to smart 

watches, homes, cars, and beyond. Researchers 

predict that IoT will revolutionize everyday life, 

improve comfort and efficiency, and stimulate 

economic growth [1]. The significant advances in 

IoT in recent years have resulted in large, 

profitable devices interconnectivity thanks to the 

Internet [2]. Future IoT applications promise 

robust data transmission and exchange across 

various environments. Systems like traffic 

control, unmanned machinery, and medical 

facilities, among others, stand to benefit 

significantly from IoT. However, for successful 

integration into these domains, IoT must 

overcome challenges such as latency, security, 

reliability, and availability [1]. Traditional 

technical solutions find it difficult to address 

these challenges. The advent of 5G technology 

with features such as multiple multi-massive 

(MIMO) outputs and cloud wireless access 

networks (C-RANs) offers a promising solution. 

It should revolutionize communication and IoT 

modeling, with 5G technologies essential for 

realizing IoT needs and promoting future 

connectivity [3]. 

Literature Review 

The rapid advancement of 5G is driving IoT 

evolution by enabling extensive connectivity, 

enhanced security, broader coverage, lower 

latency, and higher throughput. With technical 

hurdles largely overcome, the focus now shifts 

to refining 5G’s technology, architecture, and 

business models. Within three years, 5G IoT is 

expected  to  upgrade a  large  number 

of devices, drive growth in the expanding 

wireless market, and boost social and economic 
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development. 3G and 4G support global 

connectivity, but data interaction constraints 

limit IoT progression. After many years of 

research, 5G is now ready to meet a variety of 

IoT requirements to solve safety problems when 

communication with the device on the device. 

Facilitate transparent interaction with 

devices; 5G accelerates the integration of 

IoT, transforming industries and daily life. Its 

reliability, scalability, and affordability make it a 

cornerstone of IoT’s rapid advancement.The 

future of 5G and IoT research relies on 

overcoming challenges such as high latency, 

security, and transparent connectivity. Although 

5G deals with many limitations of 4G, the 

continued advancements in technologies such as 

millimetre waves, non-uniform networks, and 

augmented reality further stimulate the 

development of IoT. Intelligent applications, 

including cities, health care and transport will 

considerably benefit from IoT 5G. 

Despite the solution of many technical problems, 

5G is still faced with security and confidentiality 

problems. Its deployment is based on LPWAN 

technologies such as Zigbee, Sigfox, Lora, and 

NB-IOT, creating network integrity and 

confidentiality. Mobile Edge Computing (MEC) 

plays a key role in improving the intelligent 

industry and requires integration with cloud 

computing, NTC and network disconnection. 

Network disconnection is important for IoT 

adaptability in various applications, but 

introduces new issues in implementation. Power 

your wireless network and accelerate IoT scaling 

using SDN, NFV, and cloud computing. As 5G 

continues to evolve, security, scalability and 

efficiency will be key to achieving its full 

potential in changing daily life.New applications 

such as virtual reality, smart cars, and healthcare 

rely on IoT 5G for high data flow and low 

latency. Key technologies such as operator 

aggregation, MIMO, and device communication 

on devices improve IoT deployment, enabling 

advanced AI and machine learning to process 

data effectively. However, you need to be aware 

of issues such as differences in traffic 

transmission and partial standardization. 

Furthermore, quantum technology posesthreats 

to traditional security mechanisms, while 

quantum  promenade   encryption   offers 

apromising solution for the transmission of 

secure IoT data. As IoT 5G develops, it 

overcomes the limitations of devices with low 

power content and increases the connectivity of 

machine types. However, increasing 

consumption 

1   Discussion for proposed solution 

With features such as low latency, large data 

throughput, and reliable transmission between 

numerous non-uniform devices, 5G technology is 

ultimately equipped to accelerate the rapid 

progression of the Internet of Things. Several 

technologies, including LPWAN 

communications and AR, provide robust support 

for the development of IoT, contributing to the 

rapid deployment of 5G networks. However, this 

rapid advancement has led to issues like cyber 

security and confidentiality revealing adults, and 

immediate solutions are needed. 

While public awareness of cyber security and 

confidentiality is growing, current 5G networks 

have not provided an effective solution. Quantum 

computing can break traditional mathematical 

network security protocols and can guarantee 

improved protection for 5G networks. 

El-Latif (2020) proposed the development of a 

quantum cryptography protocol, a promising 

solution to the security issues of 5G IoT 

networks. This future-focused security scheme 

builds a mechanism for exchanging hash 

functions, pseudo type numbers, and boxes using 

quantum methods [11]. Such a promising 

encryption mechanism provides trusted system 

and network security for IoT 5G, providing 

trusted confidentiality protection for users. 

The complexity of a 5G network environment 

suggests that block chain technology can ensure 

the security of IoT devices. This method is 

already used to secure crypto currencies and 

digital RMB, so a ruffling consensus algorithm is 

required to increase the flow of blockchain. As 

for the opening of the block chain distributed 

ledger, Zkledger can solve the security and 

confidentiality problems between block chain and 

IoT [16]. 
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multiparty communication mechanisms of 

quantum cryptographic data link - AI control by 

establishing correlations. To reach a small key, it 

is difficult to decipher, it is difficult to intercept 

the effect of the detection of errors. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1-Solution Modelling 

 

Conclusion 

At that time, information technologies, people 

began to pay attention to their confidentiality and 

their information security. Nevertheless, 5G and 

IoT, as emerging products of this time, are not as 

good as mature LTE technology in this aspect. 

This paper objective is the impact of 5G and IoT 

technology  on  our  society  and  its  future 

development. The information security problem 
is the biggest goal. The authors compared several 

decisions on information security issues, 

blockchain,  AI  regulations,  and  quantum 

cryptography,  and  finally  chose  quantum 

cryptography because blockchain and AI face 
many issues. In 2021, Hen Tong Optoelectronics 

launched its first solution of 5G + quantum 

cryptography. This technology has entered the 

company before blockchain and AI, which also 

represents the realization of this technology, will 

indeed be simpler. However, this does not mean 

that quantum encryption is waterproof. One of 

these is that re-layers are vulnerable to attacks, 

and the other is that large data packages are likely 

to be intercepted by large keys. 

At these two moments, our ideas for the future 

are not only to increase the number of quantum 

cryptographic signatures, but also to implement 

References 

1. Liu, Y., Peng, M., Shou, G., Chen, Y., & Chen, 
S. (2020). Toward Edge Intelligence: Multi- 

access Edge Computing for 5G and Internet of 

Things. IEEE Internet of Things Journal, 7(8), 

6722–6747. 

2. Agiwal, M., Saxena, N., & Roy, A. (2019). 

Towards Connected Living: 5G Enabled Internet 

of Things (IoT). IETE Technical Review, 36(2), 

190–202. 

3. Li, S.,Xu,L. D., & Zhao,S.(2018). 5GInternet 

ofThings: A survey. Journal ofIndustrial 

Information Integration, 10, 1–9. 

4. Palattella, M. R., et al. (2016). Internet of Things 

in the 5G Era: Enablers, Architecture,and 

Business Models. IEEE Journal on Selected 

Areas in Communications, 34(3), 510– 527. 

5. Chettri, L., & Bera, R. (2020). A Comprehensive 

Survey on Internet of Things (IoT) Toward 5G 

Wireless Systems. IEEE Internet of Things 

Journal, 7(1), 16–32. 

6. Sicari, S., Rizzardi, A., & Coen-Porisini, A. 

(2020). 5G in the internet of things era: An 

overview on security and privacy challenges. 

Computer Networks, 179, 107345. 

7. Militano, L., Araniti, G., Condoluci, M., Farris, 

I., & Iera, A. (2015). Device-to-Device 

Communications for 5G Internet of Things. EAI 

Endorsed Transactions on Internet of Things, 

1(1), e4. 

8. Wijethilaka, S., & Liyanage, M. (2021). Survey 

on Network Slicing for Internet of Things 

Realization in 5GNetworks. IEEE 

CommunicationsSurveys & Tutorials, 23(2), 957– 

994. 

9. Shafique, K., Khawaja, B. A., Sabir, F., Qazi, S., 

& Mustaqim, M. (2020). Internet of 

Things(IoT)forNext- 

GenerationSmartSystems:AReview 

ofCurrentChallenges,Future Trends 

10. El-Latif, A. A. A., Abd-El-Atty, B., Mazurczyk, 

W., Fung, C., & Venegas-Andraca, S. E. (2020). 

Secure Data Encryption Based on Quantum 

Walks for 5G Internet of Things Scenario. IEEE 

IJMSRT25MAY087 www.ijmsrt.com 469 

                                                                             DOI: https://doi.org/10.5281/zenodo.15550255 

http://www.ijmsrt.com/
https://doi.org/10.5281/zenodo.15550255


International Journal of Modern Science and Research Technology 

ISSN No- 2584-2706 

Volume-3, Issue-5, May 2025 

IJMSRT25MAY087                                   www.ijmsrt.com 

DOI: https://doi.org/10.5281/zenodo.15550255  

470 

 

 

Transactions on Network and Service 

Management, 17(1), 118–131. 

11. Huang, M., Liu, A., Xiong, N. N., Wang, T., & 

Vasilakos, A. V. (2020). An effective service- 

oriented networking management architecture for 

5G-enabled internet of things. Computer 

Networks, 173, 107208. 

12. Awoyemi, B. S., Alfa, A. S., & Maharaj, B. T. J. 

(2020). Resource optimization in 5G and 

Internet-of-Things Networking. Wireless 

Personal Communications, 111(4), 2671–2702. 

13. Sanchez, B. B., Sánchez-Picot, Á., & Sanchez 

De Rivera, D. (2015). Using 5G Technologies in 

the Internet of Things Handovers, Problems and 

Challenges. In 2015 9th International Conference 

on Innovative Mobile and Internet Services in 

Ubiquitous Computing (pp. 364–369). 

14. Yan, G. (2019). Simulation analysis of key 

technology optimization of 5G mobile 

communication network based on Internet of 

Things technology. International Journal of 

Distributed Sensor Networks, 15(6), 

1550147719851454. 

15. Dhar Dwivedi, A., Singh, R., Kaushik, K., 

Mukkamala, R. R., &Alnumay, W. S. (2021). 

Block chain and artificial intelligence for 5G- 

enabled Internet of Things: Challenges, 

opportunities, and solutions. Transactions on 

Emerging Telecommunications Technologies, 

n/a(n/a), e4329. 

16. Zhang, F., & Gong, Z. (2021). Supply Chain 

Inventory Collaborative Management and 

Information Sharing Mechanism Based on Cloud 

Computing and 5G Internet of Things. 

Mathematical Problems in Engineering, 2021, 

e6670718. 

17. Zhang, Z., Wen, F., Sun, Z., Guo, X., He, T., & 

Lee, C. (2022). Artificial Intelligence- Enabled 

Sensing Technologies in the 5G/Internet of 

Things Era: From Virtual Reality/Augmented 

Reality to the Digital Twin, Things and 5G for 

Next-Generation Smart grid: A Survey of 

Trends, Challenges, and Prospect. IEEE Access, 

10, 4794–4831. 

18. Liu, S., Liu, L., Yang, H., Yue, K., & Guo, T. 

(2020). Research on 5G technology based on 

Internet of things. In 2020 IEEE 5th Information 

Technology and Mechatronics Engineering 

Conference (ITOEC) (pp. 1821–1823). 


