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Abstract

Cryptosystems using error-correcting codes
offer a powerful combination of security and
reliability. In this paper, a secure
cryptographic approach over noisy channels
applying Dual of Generalized Reed-Muller
(DGRM) codes is proposed. The
implementation of these codes enables the
localization and correction of errors. It
enhances both of the security and efficiency
in the channel. In the scheme, a binary
image is encoded using DGRM codes which
add redundancy bits to it and increase the
error-resistant quality. The private key
produced during the encryption is utilized in
the decryption system to retrieve the input
image. System performance is tested by
evaluating the Mean-squared error (MSE),
Peak signal to-noise ratio (PSNR), SSIM
and correlations coefficients. The
Robustness of the scheme is tested against
basic attacks (i.e. CPA, KPA ). The
proposed scheme is digitally implemented
using MATLAB (2024a).
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1 Introduction

Error-correcting codes (ECCs) such as
Reed-Muller are employed in a variety of
fields such as information and
communication system. They were created
for digital storage systems and wireless
communication  systems over noisy
channels. These codes were used for space
communication in theMariner9 spacecraft,
are widespread in coding theory textbooks
and research publications [1,2]. There are
number of generalizations of Reed-Muller
codes over GF (q) have been developed in
recent years [3,4]. In literature, we have
focused on the generalization which was
introduced by Dass and Muttoo in 1980,
named as GRM codes of order @ + (& +
1)@, a[5]. B.K Dass and S.K Wasan also
presented the weight distribution of the Dual
of Generalized -Reed-Muller codes of order
+(@+1)B, BV. Tyagi and S. Rani [6-7]
further extended their research on Dual of
GRM codes and established new
construction using multiple of DGRM
codes. Structural and error correcting
capabilities of these codes makes feasible to
use them in image encryption scheme [8].
Many scholars have attempted to integrate
error correction and encryption into a single
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device in order to examine the trade-off
between these two features. For instance, In
1978, McEliece used Goppa code [9] to
construct public-key cryptosystem which
can encrypt data quickly.In 1984, Rao and
Nam[10] introduced the Rao—Nam scheme,
named as private-key algebraic-coded
cryptosystem (PRAC) after incorporating
basic algebraic BCH code.Nieder-reiter
etal.[11] developed a novel public-key
cryptosystem in 1986, which wasnamedas
N- public key.In 2006, Mathur and Narayan
et al [12] raised the high diffusion (HD)
cipher which is based on the SPN
(Substitution-Permutation network)
structure. Encryption and error correction
are combined in this method, which diffuses
the muddled message using HD codes. An
approach utilizing Interleaver and LDPC
code was introduced in 2006 by Xiao et. al.
[13].

In 2010, Adamo et al. [14] proposed a
scheme named ECBC which combines
encryption and error correction in one-
step.In 2013, Cankaya et al. [15] applied the
linear error correction (LEC) code,
permutation and compression to the
cryptosystem. In 2014, Ning et al. [16]
presented a scheme wused in satellite
communications which incorporates AES
and LDPC.In 2015,Yao et al. [17] raised a
JEEC scheme based on chaos and Turbo
code. They modified the scheme proposed
by Zhangand Mao [18] and encrypted the
outputs of the chaotic convolutional coder in
order to enhance the security. The level of
efficiency was exceedingly low, and the
security was obtained at the expense of error
correction capability

In this paper, we have focused on
developing a error correction encryption
scheme based on Dual of GRM codes

IIMSRT25MAR034

International Journal of Modern Science and Research Technology

ISSN No- 2584-2706

(DGRM). To the best of the Author
knowledge, no study have been reported
which have used DGRM codes in image
encryption.The paper is structured into four
Sections: In Section 1, we have mentioned
all the theoretical concepts used in the paper.
Section 2, contains the proposed scheme.
Simulation results are given in Section 3 and
last Section includes the concluding
segment.

2. Theoretical background
Generalized Reed-Muller Codes of
order @ + (B + 1) ms

In 1982, Dass and Muttoo, obtained a new
class of generalized Reed—Muller codes,
known as GRM codes of order & + (B
+ 1) ms by extending/shortening a [th-
order of RM codes [56].

Definition: A GRM code of order
+ (B + 1) msiS generated by basis
vector{@o, @A1,@2 — ——, Bm} and
vectors product of Bo, A1,02 - —-,
@m taken r or fewer at a timealong
with some s vector products (1r+-<r S
<(m)) of these vectors taken (& +
1) at a time.

Parameters of GRM codes:

Code length: n=2m (1)

Dimension: k =1 +(3) + (7)+(3) +
(“r‘) +5; where 1 <s <(FT1).(2)

Minimum distance: B ,;,, = 2™ 1(3)

Dual of Generalized Reed-Muller (DGRM)
Codes

The dual of code is a linear code denoted by
@+ . Wasan and Games (1982) have shown
that the minimum distance of GRM codes of
order + (B + 1)ms is2m-0+1), Dual
of
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GRM code of order @ +
(@

given as (B-@-2) +(@-B-1,,5)
where' = ( m ).

+ 1)m,s is

3 The Proposed Cryptosystem
3.1 Permutation function

We define a functionos: (2 )k-> (4 )for
every matrixVe (Zr; )kspecified by the

(Zpuy )

permutation key® where
@e
denoted as matrix:

os(V )=S*V1 (4)
3.2 Encryption Steps

Step 1: Initially, the input image | of order
250*250 is multiplied with Private Key os
which results as P.

Secret key

v

Fig.1 Flowchart of encryption process

3.2 Decryption Steps

Step 1: The final output of the encryption
process, E, serves as input for decoding
process. Initially E, is decoded and error is
extracted using decoding of DGRM codes
Fig. 2 Flowchart of decryption process

Decoding . .
‘E of GRM \W'— s Extraction of error
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P=os(1 (X,Y); P = matrix of order

250%250
®)

Step 2: P is encoded using DGRM encoder
of order 256*512. DGRM encoder adds
redundancy to the data and produces the
matrix W. Mathematically represented as,

W =P x DGRM; (W isrectangular matrix of
order 250*512) (6)

Step 3: Encoded data is transmitted through
a noisy channel and random error is added
using error matrix E;.

E = W+ E;; E is the encrypted image of
order 250*512

The encryption process can be represented
as follows, 6

E = (

(7)

os(I) x DGRM » E

error

Step 2 : Inverse permutation function o’,of
permutation key os is computed over 2’ and
decrypted image D is recovered

D=a,(2) (8)

Secret key

' Inverse
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4 Simulation results
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(e)

(f)

Fig 3: A Input Image: b image after key: c Image after DGRM code: d image to receiver with
error: e decoded image by DGRM decoder: f decrypted image after key

4.1 Performance Analysis
Table 1. Quality Assessment Techniques

Image MSE PSNR
SSIM CcC
LENAO o0 1 1
CAT 0 0 1
1
LOGO O 0 1
1

Encrypted image as it is same for both of the image.
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4.2 Statistical Analysis

3d plot Analysis

3d plot of encrypted images reflects the
security of the cryptosystem. In this scheme,
we have encrypted two different images and
could not find the difference between the
encrypted images of both Input images. so, it
is not possible to get the information of the
input image by analysis the 3d plot of the
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Fig.4. (a) 3d plot of logo binary image, (b)
Lena image plot, (¢) 3d plot of encrypted
logo image and (d) plot of encrypted Lena
image

DGRM code error correcting capabilities:
We used DGRM codes constructed by
shortening the r“th- Reed-Muller codes. In
our scheme, we used m=9,r=4,and s=0
generates DGRM encoder matrix of order
256*512. Weight of the code is 2°(9-4)=32
which can correct up to 15 errors.

4.3 Robustness analysis

A system is secured and robust if it is
resistant to attacks. The  proposed
cryptosystem is tested against contamination
attacks and classical cryptographic attacks
(CPA, QPA) and found to be robust.
Contamination attack analysis

The scheme is highly secured and has been
tested against noise contamination attack. To
verify this, we have done the analysis on
noise attack with Gaussian noise. The
encrypted image after adding the noise is as
follows:

E 0M=E 0 (1+kG), (9)

Where E_ 0™ and E_0 are contaminated
encrypted image and encrypted image
respectively. G denotes the Gaussian random
noise with zero mean and 1 variance, k
denotes the coefficient of strength of the
noise. In our analysis, encrypted image is
contaminated with values of k = 0.3 and 0.5,
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The corresponding decrypted image is
shown in fig 5.

@) (b)
Fig.5 (@) and (b) represents the decrypted
image recovered from noise contaminated
image with values of k= 0.3 and k=0.5
respectively.

Plaintext attacks
In the proposed cryptosystem, we have
checked the robustness of our scheme
against plaintext attacks, i.e. known
plaintext attacks (KPA) and chosen plaintext
attacks (CPA). To check the robustness
against these attacks, encrypted image of

Lena and Logo is deciphered with wrong
(exchanged) private keys. The results are
shown in Fig. 6, which proves the
robustness of the scheme against the
aforementioned attacks

@) ()
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Fig.6(a) represent the decipher image of
Lena and (b) represents the decipher image
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