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Abstract 
The importance of cybersecurity in safeguarding 
network traffic is crucial in our increasingly 
interconnected world. Our research investigates 
the significant impact of cybersecurity on network 
performance and integrity, revealing that various 
security protocols influence the dynamic nature of 
network traffic in the face of cyber threats. Using 
data from Kaggle, we conducted an analysis of 
suspicious activity patterns over time, the 
contribution of different network protocols, and 
the involvement of specific IP addresses in 
attacks. Our findings highlight that cybersecurity 
incidents notably alter traffic patterns, with peaks 
often coinciding with increased threat levels. 
Certain network protocols, such as ICMP and 
TCP, were identified as key factors influencing 
traffic and vulnerabilities. Particularly, there was a 
high frequency of attacks targeting Windows 
devices, emphasizing the need for specialized 
security measures. 

In the current era, characterized by advancing 
technologies like IoT and cloud computing, 
striking a balance between security and 
performance is a significant concern due to the 
expanded attack surface area. These results 
provide valuable insights for developing adaptive 
and resilient network infrastructures capable of 
withstanding the evolving landscape of cyber 
threats. 
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A. Introduction 
In today's interconnected world, the reliance on 
digital networks for communication, commerce, 
and vital infrastructure has significantly increased. 
This growing reliance has also emphasized the  

 
importance of robust cybersecurity to safeguard 
sensitive data and ensure uninterrupted operation 
of network systems  
[1]. Cybersecurity encompasses all practices and 
protocols aimed at preventing unauthorized access 
or cyber-attacks on networks, devices, or 
information. Meanwhile, network traffic 
encompasses all data transmitted across a network, 
including activities like web browsing, file 
transfers, and video streaming. This is crucial for 
enabling effective communication between 
devices. Cybersecurity plays a central role in 
protecting network traffic from various threats, 
such as malicious attacks, unauthorized system 
access, and potential compromise of personal or 
national security, which can greatly impact 
someone's financial standing and reputation  

[2] The impact of cybersecurity on network traffic 
runs deep and is complex. Because of this, it is 
essential to have effective security protocols and 
mechanisms in place to detect, prevent, and 
mitigate cyber threats targeting the network 
infrastructure [20]. Cyberattacks like Distributed 
Denial of Service (DDoS), Man-in-the-Middle 
(MitM), phishing, and ransomware take advantage 
of weaknesses in network systems, leading to 
disruption of normal data flow and posing risks to 
its confidentiality and integrity [3]. Due to their 
ever-changing nature, these threats require 
continuous monitoring and adaptive security 
strategies to uphold the resilience and 
dependability of network communications. 

Furthermore, the implementation of advanced 
cybersecurity measures impacts the network's 
performance and effectiveness. Techniques for 
safeguarding data transmission, such as 
encryption, Intrusion Detection Systems (IDS), 
and firewalls, are essential, but they can introduce 
latency and complexity to network operations [4]. 
Balancing security and performance to ensure a 
secure yet efficient network service is an ongoing 
challenge for organizations. The introduction of 
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new technologies like the Internet of Things (IoT) 
and cloud computing has expanded the attack 
surface, increased vulnerabilities and adding 
complexity to the management of secure network 
traffic. 

The study's purpose is to examine the intricate 
connections between cyber security and network 
traffic, analyzing various threats and security 
performance metrics to safeguard network 
integrity. Using a dataset sourced from Kaggle, the 
research aims to identify effective methodologies 
and technologies for network protection while 
maintaining operational efficiency. It is crucial to 
gain a deeper understanding of these dynamics to 
develop robust network systems capable of 
withstanding and adapting to the constantly 
evolving landscape of cyber-attacks. 

B.  Literature Review 
The review covers important elements of 
cybersecurity, including strategies and tools 
designed to protect valuable information. It also 
addresses other challenges posed by 
cybercriminals, such as malware infections and 
phishing schemes, as well as crucial elements like 
antivirus software, firewalls, and encryption. 
Furthermore, it explores the ways in which AI has 
enhanced network security by offering advanced 
traffic analysis. 

C. Cybersecurity 
The concept of cybersecurity encompasses a wide 
array of methods, strategies, and procedures 
designed to safeguard data, networks, software, 
and devices from unauthorized access and attacks 
[5][6] – [10]. Large volumes of data are often 
gathered and stored on computers or similar 
devices by financial institutions and government 
entities [7][11][12]. Additionally, internet usage 
plays a crucial role in the operations of sectors like 
the military and healthcare [7][11][12]. Within 
these systems, valuable and sensitive items, such 
as personal identification records, financial 
documents, and intellectual property, are 
frequently stored, necessitating the implementation 
of strict access controls due to the severe 
repercussions of unauthorized access [11][12]. 
Consequently, these organizations must implement 
cybersecurity measures [11] – [14] to mitigate 
potential risks. 

During business transactions, devices exchange 
sensitive information over networks, making data 
protection essential at every stage of its life cycle 
[15]-[18]. Organizations responsible for managing 
financial records, health care information, and 
national security data are significantly obligated to 
implement highly stringent measures to safeguard 
their sensitive business and personnel records from 
increasingly sophisticated and frequent cyber-
attacks [15][16][17][18]. A solid cyber security 
policy will effectively incorporate security 
mechanisms to thwart malicious attacks that seek 
to access, alter, or delete sensitive information or 
disrupt systems [19][20][21]. Additionally, cyber 
security measures can also act as a defense against 
attacks that could cripple or disrupt devices and 
systems [19]. 

D. Cybercriminals 
The term cybercrime refers to any criminal 
activities carried out using computers, connected 
devices, or networks [22]– [26]. Most cybercrimes 
are motivated by personal gain, while others aim 
to disrupt systems or hinder productivity. 
Examples include using a computer or network to 
spread malware or distribute explicit content 
online [22]-[26]. The Council of Europe 
Convention on Cybercrime covers a wide range of 
malicious activities, such as illegal data 
interception, copyright infringement, and 
compromising network integrity and availability 
through system intrusions [27][28]. The United 
States, along with other countries, will be signing 
this convention [27] [28]. 

Due to the availability of reliable internet 
connections, criminals find it simpler to engage in 
cybercrimes without needing to be physically 
present [29]. Examples of these offenses include 
fraud, money laundering, cyberbullying, and 
cyberstalking, all facilitated by the speed and 
convenience of the internet [15][19][28][29]. This 
type of crime may be committed by individuals or 
organized global criminal groups with advanced 
technical skills. Additionally, cybercriminals often 
reside in regions with inadequate laws against such 
activities, allowing them to operate without 
detection or arrest [30][31]. 

E. Cyber Attacks 

The individual or organization clearly made a 
deliberate and sophisticated attempt to disrupt 
other people's computer systems [32]. While many 
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attacks are motivated by financial gain, some seek 
to delete, alter, or destroy data [5][7][31][32]. 
Cyber-attacks are now more common. According 
to the Cisco Annual Cybersecurity Report, 
attackers can now launch their campaigns using 
network-based ransomware worms without human 
intervention [33]. Additionally, security incidents 
have become both more frequent and more 
complex [33]. According to the former CEO of 
Cisco, businesses can be divided into those that 
have already been hacked and those that are still 
unaware of any hacking activity [34]. 

 

Figure 1: Primary Motivations Behind Cyber-
Attacks. 

The indications of malicious attacks on computer 
systems can be observed in six main ways: 
malware, phishing, denial of service (DoS), man-
in-the-middle (MitM), password spraying, and 
cross-site scripting (XSS) [32] – [41]. The 
following provides a brief description of each 
type: 

1) Malware: Malware consists of damaging 
software or code designed to compromise the 
confidentiality, integrity, or availability of 
information [42]. It encompasses various types 
such as Trojans, viruses, worms, spyware, and 
ransomware [32][35][42]. 

 Trojans: Trojans masquerade as legitimate 
software, tricking users into easily installing 
them and providing cybercriminals an 
opportunity to steal data [35][43]. 

 Viruses: Viruses replicate themselves and spread 
through systems, infecting files or attaching 
themselves to executable codes [32][43][44]. 

 Worms: Worms are self-replicating applications 
that travel through networks, leading to denial-
of-service attacks [35][43][45]. 

 Spyware: Spyware gathers information about the 
user, including browsing behaviors and personal 
information, often sent back to attackers 
[32][35][43][46]. 

 Ransomware: Ransomware is a type of malware 
that restricts user access until payment is made, 
usually by encrypting the victim’s documents 
and holding them hostage [32][35][47][48]. 

 

 
 

 
 

Figure 2: Correlation Between Attackers' 
Technical Expertise and the Complexity of 

Attacks. 
 

2) Phishing: Phishing involves sending fake 
emails that appear genuine, directing recipients 
to malicious websites or files where attackers 
can steal sensitive data like logins, credentials, 
and financial information from their targets. 

3) Denial of Service (DoS) and Distributed Denial 
of Service (DDoS): Denial of Service (DoS) 
and Distributed Denial of Service (DDoS) 
attacks overwhelm systems with traffic, 
rendering them unable to respond to legitimate 
requests. DDoS attacks, in particular, are 
challenging to prevent as they involve multiple 
computers simultaneously. 

4) Man-in-the-Middle (MitM): In a Man-in-the-
Middle (MitM) attack, hackers intercept 
communication between clients and servers by 
impersonating either party, gaining access to 
sensitive information. 

5) Brute-force and Password Spraying: Brute-
force attacks involve repeatedly guessing 
passwords until one is successful, while 
password spraying involves bypassing lockout 
protocols by trying common passwords across 
multiple accounts. 
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6) Cross-site Scripting (XSS): Cross-site Scripting 
(XSS) exploits vulnerabilities in web 
applications, allowing hackers to inject 
malicious code into websites to collect user 
data without their consent. 

F. Cybersecurity Tools and Techniques in 
Network Security and Traffic Analysis 

Unauthorized attempts to access confidential 
information have significantly increased in the 
current scenario. These attempts often involve 
stealing data or manipulating sensitive information 
to influence users. This growing threat emphasizes 
the crucial need for prioritizing cybersecurity 
measures [5][6][7][8][9]. Internet security can be 
achieved using antivirus programs, firewalls, 
authentication methods, encryption technologies, 
and digital signatures, each of which will be 
discussed below. 

 Anti-Virus: An undesirable program that 
executes commands without user approval is 
known as a computer virus. The primary 
functions of an anti-virus tool are to prevent 
virus installations and to scan systems for 
potential viruses [7][49]. While Windows 
operating systems are the primary targets for 
viruses due to their widespread usage, some 
viruses also target Apple and Linux platforms 
[49][50]. 

 Firewall: Firewalls act as barriers against 
hackers attempting to infiltrate a system through 
internet or other network connections [57][58]. 
Most operating systems come with built-in 
firewalls that are typically activated by default. 
However, users can opt to install additional 
commercial firewalls if the default ones do not 
offer sufficient protection or disrupt legitimate 
network activities [57][58]. 

 Authentication: Verifying credentials is a crucial 
cybersecurity concept aimed at ensuring that 
users' identities match the information in the 
system's security domain [59]. Passwords are a 
primary authentication tool, and other methods 
such as SIM cards with unique ID numbers are 
also utilized. During the authentication process, 
these numbers are transmitted over a secure line 
[59]– [60]. However, intercepting passwords 
through unprotected channels is a significant 
challenge, which can be addressed by 
implementing encrypted techniques [59]– [60]. 

 Encryption: Encryption involves converting data 
into an unreadable format to ensure that only 
authorized individuals can access it using the 
correct keys. Breaking into encrypted 
information typically involves solving complex 
mathematical tasks such as factoring large 
primes, which requires a considerable amount of 
time and resources [61][62]. There are two main 
types of cryptographic standards: symmetric and 
asymmetric. Symmetric encryption relies on a 
single key for both encoding and decoding, 
while the asymmetrical method uses 
public/private keys. Furthermore, modern 
security protocols often utilize asymmetric 
encryption to securely distribute keys [61]. 

 Digital Signatures: The same mathematical 
principles underpin digital signatures and 
asymmetric encryption [63]. Users can verify 
their ownership of a specific private key by 
using encoded information. The user's public key 
is used for decryption and verification of their 
credentials. This process utilizes public key 
encryption and rests on the assumption that only 
the authorized user has access to the private key 
[63] [64]. 

 AI-Driven Network Traffic Analysis: AI-
powered analysis of network traffic has 
revolutionized the monitoring and analysis of 
network activity. Specifically, deep learning 
models have automated the detection of 
abnormalities and security threats within 
network traffic (AI). These systems facilitate the 
classification and monitoring of traffic patterns, 
as well as the detection of anomalies and the 
enhancement of intrusion detection, among other 
functions. Within these networks, deep learning 
models such as CNNs or RNNs have 
demonstrated significant potential in identifying 
malicious traffic across intricate networks. This 
technique plays a crucial role in ensuring robust 
network security. 

G.  Methodology 

The research provided an analysis of the impact 
of computer security breaches on network 
communications through data preparation and 
visual exploration. Specifically, the data was 
cleansed and structured to facilitate an 
investigation aimed at distinguishing between 
normal and malicious traffic. Utilizing Plotly, 
interactive visualizations were generated, aiding 
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in the identification of patterns, anomalies, and 
threat assessments. This approach allowed for a 
comprehensive understanding of network 
activities during cyberattacks. 

H.  Dataset 
The study utilizes a dataset obtained from 
Kaggle, containing 40000 rows and 25 columns. 

It comprises network traffic data such as 
timestamps, source and destination IP addresses, 
and various traffic-related components. This 
dataset encompasses diverse types of network 
activities and potential security events, including 
network intrusions, anomalies, and attack 
patterns. 

Figure 3: Dataset Overview 

I. Data Preprocessing 

To ensure the dataset was clean and suitable for 
analysis, the following preprocessing steps were 
performed: 

 Handling Missing Values: Any rows with 
missing or null values were removed to 
prevent inaccuracies in the analysis. 
 

Figure 4: Code Snippet for Handling Missing 
Value 

 
 

 Data Type Conversion: The timestamp column 
was converted into a standard datetime format 
to ensure time-based analysis was consistent 
and accurate. 
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Figure 5:Code Snippet for Data Type Conversion 
 Labeling Network Traffic: Traffic was 

categorized based on whether it represented 
normal activity or potential attacks, allowing 
for a clear distinction in the analysis of benign 
versus malicious traffic. 

J. Analysis 

The study utilized data visualizations to tackle the 
primary research inquiries, aiming to explore the 
impact of cybersecurity events on network traffic 
patterns. Rather than using machine learning 
models for prediction or classification, the 
emphasis was on deriving insights from the 
dataset by generating visual depictions of network 
activities. 
Key steps in the analysis process included: 
 Identifying Core Questions: The analysis was 

guided by several key questions to comprehend 
the impact of cyber security on data traffic. The 
objective was to determine the disparity in 
network traffic from specific addresses 
compared to others, as well as to identify 
prevalent types of attacks. Equally important 
was examining the duration of different types 
of connections and identifying any substantial 
increases during periods associated with cyber-
crimes. By addressing these queries, the study 
aimed to uncover significant patterns and 
anomalies in the network that could signal 
potential security threats. 

 Data Exploration Through Visualizations: I 
utilized a series of charts and graphs to delve 
into key research questions and gain a deeper 
understanding of the data. Each visualization  

 
 
was tailored to emphasize specific aspects of 
network traffic, shedding light on metrics such 
as traffic volume, types of attacks, and time-
based trends. By employing scatter plots and 
heatmaps, I was able to illustrate the flow of 
network traffic and identify which IP addresses 
were more likely to be associated with 
abnormal traffic during cyber-attacks. 
Dedicated graphs provided valuable insights 
into whether malicious activity was correlated 
with shorter or longer connection times when 
examining connection duration. Additionally, 
bar charts and pie charts were used to 
showcase the distribution of different types of 
attacks, helping to pinpoint more severe threats 
facing the network. 

 Investigating Time Variability Patterns: 
Specifically, line charts proved to be effective 
in examining fluctuations in network traffic 
over time. By plotting time values against 
traffic volume, we were able to detect unusual 
peaks or trends in network activity which often 
correlated with cybersecurity incidents. 
Through this temporal analysis, we were able 
to identify peak vulnerability moments and 
significant cyber activities. 

 Bringing Attention to Emerging Abnormalities: 
We utilized scatter plots and heat maps to 
highlight anomalies such as unusual traffic 
spikes, as well as the presence of outlier 
connections, among other things. These visual 
tools simplified the identification of behaviors 
that signal attacks on computers or other 
suspicious activities on the internet, as they 
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clearly illustrate the distinct patterns associated 
with these behaviors. 

 A Visual Representation Is Invaluable: The 
study was able to draw important conclusions 
about how network dynamics changed in 
relation to cybersecurity events by exclusively 
relying on visual exploration of the available 
data. A visual approach allows for nonverbal 
comprehension of complex information, 
making it easier to detect trends and anomalies 
that traditional statistical methods may 
overlook. 

 Iterative Process: Through an iterative process, 
new insights were uncovered by repeatedly 
visualizing the data, allowing for a more in-
depth exploration. When new patterns or 
anomalies arose, additional visualizations were 
created to delve into specific findings. 

     By honing in on these crucial questions using 
visuals, the research thoroughly examined 
network traffic and its vulnerabilities to cyber 
security incidents. This method offered a 
detailed yet user-friendly way to demonstrate 
how network behaviors changed in response to 
security threats, enabling recommendations for 
enhancing network monitoring and threat 
detection mechanisms. 

 

K. Visualization Tools 

In this study on the impact of cybersecurity 
incidents on network traffic, the investigation 
relied on Plotly, an interactive and powerful data 
visualization library. Plotly was chosen for its 
ability to create adaptable and interactive charts, 
enabling in-depth analysis of network traffic 
patterns. 
 
 Interactive Visualizations: Plotly's primary 

advantage lies in its ability to generate 
interactive plots. It offers features such as 
zooming in on specific areas, accessing more 
information by hovering over data points, and 
dynamically filtering or adjusting the view. 
These capabilities proved particularly helpful 
in comprehending complex network traffic 
patterns, where detecting specific anomalies or 
trends necessitated thorough exploration. 

 Plot Types: Various chart types were utilized 
to provide insights into different aspects of the 
dataset: 

  
Scatter Plots: These plots were used to display 
the relationship between features like Source 
IP Address, Destination IP Address, and 
Connection Duration, allowing visualization of 
normal traffic clusters and potential outliers 
indicating suspicious behavior. 
Line Charts: Utilized to showcase variations in 
network traffic over time. This enabled the 
identification of spikes or unusual patterns that 
could be indicative of cyber-attacks. 
Bar Charts: Bar Charts are employed to 
compare the frequency of different types of 
network traffic, such as normal versus attack 
traffic, to analyze the distribution of various 
attacks. 
Heatmaps are utilized to visualize the 
concentration of network traffic between 
specific source and destination IP addresses, 
thereby identifying potentially anomalous 
connections. 
 

 Plotly offers customization options to enhance 
the clarity and presentation of each graph's 
different elements. Therefore, customizations 
were implemented, including clear and 
descriptive labeling of the x-axis and y-axis to 
ensure easy comprehension. 
 
Distinct color schemes are used to differentiate 
normal traffic from potential attacks. For 
example, cyber-attacks are highlighted in red, 
while normal traffic is depicted in green or 
blue. 
 
Annotations are added to highlight key events, 
such as periods of increased network activity 
or suspected attacks, on the plots to showcase 
important findings. 

 
 Interactive Live Data: Plotly images can be 

accessed on web platforms, offering the 
advantage of real-time interactivity. This 
enables continuous monitoring of network 
traffic patterns. Even though the analysis was 
based on a static dataset, these tools have the 
potential to be used in real time for network 
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monitoring and quick anomaly detection, 
contributing to better network administration. 

L. Results and Discussion 
In this section, we examine various aspects of 
cyber threats, including the timing of suspicious 
activities, the impact of transport protocols on 
internet traffic vulnerability, and the significance 
of IP addresses in cyber-attacks. Our analysis 
covers the influence of different protocols on 
packet size and security, as well as common 
threats associated with major IPs and the specific 
vulnerabilities of devices using Windows, which 
are frequently targeted. Furthermore, we 
investigate the potential use of log sources for 
detecting and responding to threats, and provide 
suggestions for improving security measures and 
response strategies. 

M. Time Patterns of Suspicious Network 
Activities 

It is important to investigate patterns of abnormal 
network behavior over time in order to identify 
high-risk periods and enhance cybersecurity. 
Organizations can analyze year-on-year, month-
on-month, day-on-day, and hourly data to allocate 
resources wisely and anticipate potential attacks 
during periods of heightened risk. 
 
An analysis of data from 2020 to 2023 shows a 
consistent number of incidents, with over 10,000 
suspicious actions reported each year until 2023, 
when a decrease to 8139 was observed. This 
decrease may indicate improvements in security 
measures or shifts in attack patterns. 

Figure 6: Plot of Network Yearly Patterns 

Some months, such as December 2020, June 2021, 
and July 2022, experienced high levels of activity. 
Analysis of monthly trends demonstrates  
 

 
 
variations, suggesting that attackers may be taking 
advantage of less secure periods for organizations. 
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Figure 7: Plot of Network Monthly Patterns 

When looking at the days of the week, it is evident 
that there is increased activity on weekdays, with 
Fridays being particularly susceptible to incidents.  
 

 
 
This pattern implies that attackers tend to focus on 
busy days when security measures may be more 
relaxed within organizations. 

 
Figure 8: Plot of Network Weekly Patterns 

As a result, it is essential for organizations to 
continuously monitor and adapt their cybersecurity 
strategies based on these temporal patterns. They 
should also strengthen their defense mechanisms, 
especially during peak periods like busy days or 
months, to mitigate potential cyber-attacks. This 
can be achieved by anticipating and reducing 
response times, as well as minimizing the  

 
likelihood of similar incidents occurring in the 
future. 

N. Impact of Protocols on Packet Length and 
Traffic Type 

Protocols such as ICMP, TCP, and UDP play a 
crucial role in understanding the behavior of 
different types of traffic and the potential impact 
of large packets, especially in security-sensitive 
environments. Analyzing the average, maximum, 
and minimum packet lengths across various traffic  
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types including DNS, FTP, and HTTP allows us to 
dive into the behavior of these protocols. 

The findings reveal that ICMP tends to have 
slightly larger mean packet lengths compared to 
TCP and UDP. Across all protocols, the maximum 
packet length can reach up to 1500 bytes. This 
signifies that ICMP, commonly utilized for error 
messages and diagnostics, frequently handles 
larger packets, potentially leading to increased 

data volume during large-scale detection or ping 
operations. TCP, known for reliable connection-
based communication, maintains nearly consistent 
packet sizes, emphasizing its role in ensuring 
precise data transmission, essential for traffics like 
FTP or HTTP. Conversely, UDP, a non- 

connection oriented and faster transmission 
approach, maintains similar mean packet lengths, 
indicating that speed compromise’s reliability 
without significantly affecting packet size. 

Figure 9:Plot Showing the Impact of Protocol 

Different protocols handle traffic, which can result 
in security vulnerabilities. Attackers can exploit 
the diagnostic nature of ICMP for network 
reconnaissance, and connection-based TCP can be 
vulnerable to denial-of-service attacks. UDP's 

lightweight approach may expose the entire 

network to amplification attacks. It is crucial to 
understand this in order to optimize the adoption 
of security measures in networks and ensure 
sufficient protection against these vulnerabilities. 

Figure 10: Plot Showing Packet Length Across 
Traffic Type and Protocols 

O. Impact of Top IP Addresses on Malicious 
Traffic and Associated Attack Types 

An in-depth investigation into the suspicious 
traffic reveals that various IP addresses are 

repeatedly involved in different forms of attacks. 
The most prevalent among these is the occurrence 
of malware attacks originating from several 
prominent source IP addresses, including 
103.216.15.12, 197.184.240.174, and 
40.119.100.114. Similarly, intrusion attempts on 
other identified IPs like 119.183.250.156 and 
147.178.224.232 are also notable, and there have 
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been observed DDoS attempts from 74.225.47.66 
and 80.60.140.131. On the other hand, high-
ranking destination addresses primarily indicate 
intrusion or malware occurrences on IPs such as 
112.135.140.167 and 14.172.223.72, while DDoS 
attacks have been witnessed multiple times on 
addresses like 12525219110 or 20213243236. This 
highlights the need for specific preventive actions 
targeted at these types of threats, given the 
common attack patterns observed. 

 

 

 

 

 

 

Figure 11: Plot Showing Top IP Sources Based on 
Attack Types 

 

Figure 12: Plot Showing Top IP Destination 
Based on Attack Types 

P. Impact of Packet Length on Threat Types 
and Device/OS Distribution 

The investigation offers intriguing insights into the 
different threats targeting various devices and 
operating systems, based on packet length and 
their average severity. 

In terms of total detected threats, Windows is the 
most targeted platform, with 17,953 threats, 
followed by Linux with 8,840, Macintosh with 
5,813, and iPod with 2,656. iPhone, iPad, and 
Android have fewer threats, with 1,567, 1,551, and 
1,620 instances respectively. 

 

Figure 13: Plot Showing Total Threat by Device 

When it comes to the distribution of threat types 
across different devices and operating systems, 
Windows faces the highest number of threats 
across all attack categories, including DDoS, 
Intrusion, and Malware. On the other hand, Linux 
and Macintosh have significantly fewer threats 
across these categories compared to Windows. The 
distribution illustrates that DDoS and malware 
target Windows the most, while other operating 
systems, like iPad, have minimal threats in 
comparison. 

 

Figure 14: Plot Showing Distribution of Threat by 
Device 

The average length of packets can provide insight 
into the severity of threats and slightly differs 
across devices. iPads stand out with an average 
packet length of 800.30 bytes, indicating the 
potential for more severe threats or larger data 
transfers. On the other hand, android devices have 
a lower average packet length of 786.72 bytes but 
still face a significant number of attacks. 
Windows, Macintosh, and iPod have similar 
average packet lengths, suggesting that they 
experience threats with similar intensity. 
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Figure 15: Plot Showing Severity of Threat by 
Device 

Furthermore, these findings suggest that Windows 
is the most targeted device type with various 
attack vectors and significant threat impact. 
Therefore, understanding the reasons for variations 
in packet length among different devices can help 
identify the types of threats and their implications 
on these platforms, guiding focused security 
efforts and responses. 

Q. Analysis of Threat Detection and Response 
Time 

Analysis of threat detection trends from multiple 
log sources has uncovered some intriguing 
patterns. Specifically, the Firewall log source has 
been instrumental in combating numerous threats, 
with 6,734 DDoS attacks, 6,638 intrusion 
attempts, and 6,744 malware incidents detected. 
This underscores its crucial role in monitoring and 
addressing various threat types. Conversely, the 
Server log source has recorded 6,694 DDoS 
attacks, 6,627 intrusion attempts, and 6,563 
malware incidents, indicating a nearly equal 
capacity to detect different threat types, albeit with 
slightly lower numbers for malware. While both 
log sources are effective, the Firewall 
demonstrates a marginally higher detection rate for 
specific threats. 

 

Figure 16: Plot Showing Threats by Log Sources 

The average response times show some anomalies. 
DDoS attacks have an average response time of -
981,523.56s, Intrusions at 26,535.96s, and 
Malware incidents at -391,837.36s on the Firewall. 
Meanwhile, on the Server, DDoS attacks have an 
average response time of 984,308.56 seconds, 
Intrusions at -23,444.39s, and Malware infections 
at 404,225.89s. The negative values raise concerns 
about the accuracy of time stamps, potentially 
indicating inconsistencies or errors during the 
recording process. Despite the vital roles played 
by Firewalls and Servers in detecting network 
threats, the significant data quality problems 
suggested by their average response times warrant 
further extensive investigation. 

 

Figure 17: Plot Showing ART by Attack Type and 
Log 

R. Interpretation of Log Source Distribution: 
Different types of approaches such as Blocked, 
Ignored, and Logged are used to counter various 
attacks including DDoS, Intrusion, and Malware in 
the log source distribution. It is recommended to 
adopt a proactive defense strategy. The data 
indicates that the highest number of threats were 
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blocked, with Intrusion leading at 4,553, followed 
by DDoS at 4,533 and malware at 4,443. 
However, this could suggest that these threats 
might be less serious or misclassified. Some 
attacks were ignored, especially DDoS at 4,459, 
Intrusion at 4,401, and Malware at 4,416. There 
was a balanced logging activity for all attack 
types, with Malware having slightly more records 
at 4,448 compared to DDoS (4,436) and Intrusion 
(4,311). This suggests a greater focus on blocking, 
while logging and ignoring attacks can sometimes 
suffice for monitoring purposes. 

 

Figure 18: Plot Showing Log Source by Attack 
Type 

 Conclusion And Recommendation 
The analysis of cybersecurity's impact on network 
traffic has revealed the complex and diverse ways 
in which security measures influence network 
behavior. By examining time patterns of 
suspicious activities, the influence of network 
protocols, the involvement of IP addresses in 
attacks, and the distribution of threats across 
devices and operating systems, we have gained 
insight into how computer threats impact network 
movements. 

Our research indicates a strong correlation 
between cybersecurity incidents and changes in 
network traffic behavior, particularly during peak 
times when there is a higher prevalence of such 
threats. We have established that different 
protocols such as ICMP, TCP, or UDP have 
distinct roles in transmitting data packets and their 
associated vulnerabilities. It is evident that 
frequently targeted IP addresses highlight common 
methods that hackers use to access systems, 
necessitating specific countermeasures against 
these threats. Furthermore, the majority of attacks 
were aimed at Windows devices, underscoring the 

importance of implementing tailored security 
strategies across different platforms for effective 
protection. 

In addition, an examination of traffic volume 
over time has revealed a correlation between peak 
traffic periods and spikes in security incidents. 
This underscores the need for continuous 
monitoring and adaptable security measures to 
prevent potential risks. Tools and methods such as 
firewalls, encryption, and AI-based traffic analysis 
have proven effective in addressing these threats 
by providing protection against them. 

To enhance network security effectively, we 
propose the following: 

 Implement Real-time Monitoring: Utilize 
advanced real-time monitoring systems capable 
of promptly detecting any abnormal spikes or 
suspicious activities. The use of AI-powered 
tools will improve anomaly detection 
capability, leading to quicker and more precise 
defense mechanisms. 

 Strengthen Protocol-Specific Defenses: 
Develop specific security measures tailored to 
different network protocols used by various 
websites. For example, implementing targeted 
ICMP protection or TCP protections can help 
mitigate certain vulnerabilities, thereby 
reducing potential attack vectors. 

 Prioritize testing on insecure IP addresses that 
are frequently targeted for security breaches. 
Monitoring and defending these high-risk 
addresses with threat intelligence can prevent 
successful breaches and mitigate associated 
risks. 

 Adjust security strategies for different platforms 
depending on their vulnerabilities. Given that 
Windows devices are commonly targeted, tailor 
security measures accordingly and ensure 
regular updates and patches to protect against 
known exploits. 

 Continuously assess and upgrade cybersecurity 
tools to keep them current. This includes 
enhancing encryption methods, digital 
signatures, and other security features to 
minimize data protection threats. 
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